


[bookmark: _Toc314303260]How to use this template
This data security policy template contains 7 sections and 9 subsections that can be edited, rewritten, replaced or adapted to meet the needs of your company. Each section contains a brief instruction, which you can delete, followed by an example of the text you may wish to include in the section. The table of contents can be updated to reflect any changes you make in the document. New section headers should be designated as “Heading 2” (and subsection headers as “Heading 3”) to ensure they are included in the table of contents when you update it.
The footer in the document contains the i-Sight logo. This is editable and can be replaced with your own company logo, alternate text or nothing at all.
writing your DATA SECURITY POLICY 
Here are some resources to help you write your data security policy. 
Before you begin:
1. know the laws in your country:
· A practical guide to data privacy laws by country

2. Learn more about data breaches and prevention:
· 11 Expert Tips for Data Breach Prevention
· incident response plan: 15 steps to address workplace incidents
· top 20 tips for preventing data theft 
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[bookmark: _Toc531156428]Foreword
The CEO or a data security leader in your company (whether they’re formally called the Security Director, Data Protection Officer or VP of Information Security or someone else) may want to write a short foreword.
A well-written foreword can bring your policy to life. It heightens readers’ interest and enthusiasm. It inspires unity and a sense of responsibility. It provides a great opportunity to highlight the importance of a collective effort in protecting company and customer data.
For example:
The goal of this policy is to enhance and clarify the procedures we have implemented to safeguard sensitive data. We hope that this document can provide the reader with the information required to make informed and ethical decisions about how to use, access and disclose data.
This policy is the cornerstone of our data protection efforts. I envision this as an evergreen document and I actively encourage anyone with suggestions, recommendations or critiques to voice them. Data protection is a collective effort and requires hard work, passion and commitment from every person in this company.
[bookmark: _Toc531156429]Introduction
[bookmark: _Toc531156430]Purpose
Outline the purpose of the data security policy. Share the goals and objectives of this policy. Elaborate on the company’s commitments to protecting and safeguarding sensitive data. Explain why this document has been created and what you hope to achieve with it.
For example:
We are committed to upholding the highest standards of data security. Our goals are to explain our core data security principles and provide information about the procedures and best practices we’ve implemented to abide by these principles. 

[bookmark: _Toc531156431]Scope
Outline the scope of the data security policy. Create a list of the people, data types and networks that are governed by the provisions in the policy. Must everyone, including third-party vendors and processors, follow the rules of the policy? On any network? Relating to any data? If yes, clarify. If no, clarify.
For example:
The provisions in this policy apply to all equipment owned and operated by the Company, including all network domains set up by the Company. The roles and responsibilities outlined in this policy refer to any and all employees, managers, investors or contractors of the Company.

[bookmark: _Toc531156432]Definitions
Provide definitions for terms the average reader might not know. Remember that your audience is not solely data security experts. Define concepts like personal data and roles like data processor or controller. Also outline data categories if you will be referring to them in the policy (e.g., public data, private data and/or proprietary data).
For example:
Personal data: any information relating to an identified or identifiable natural person (‘data subject’); an identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person. (GDPR)

[bookmark: _Toc531156433]Noncompliance
In this section, state that policy violations will not be tolerated and that violators are subject to discipline appropriate to the circumstances. Then, explain the company’s disciplinary action procedure. What are the consequences if a person deliberately steals data? What if they accidentally cause a breach? 
For example:
The company is committed to data safety and takes a zero-tolerance approach to carelessness. Any violations of the provisions and procedures in this policy will be disciplined as per the company’s disciplinary action procedure, up to and including immediate termination.

[bookmark: _Toc531156434]Roles & Responsibilities
In this section, outline the responsibilities of access administrators, users, managers, the Data Protection Officer (DPO), the Information Systems Department and the Human Resources Department.
For example:
It is everyone’s responsibility to complete training. It is also a collective duty to speak up about bizarre behaviors, unknown or unusual visitors, gaps in security systems, phishing attempts or lost devices and equipment.

[bookmark: _Toc531156435]Security Principles & Best Practices
To prevent security incidents caused by employee ignorance, explain the data security principles and best practices your company recognizes. Data security principles would be your “golden rules” whereas best practices are the behaviors or courses of action that support these rules. 
For example:
To minimize the chances of lost, stolen or manipulated paper documents, employees must shred all papers containing confidential information within ten business days. Shred any mail that includes a name and address, shred all luggage tags, trip itineraries and boarding passes, shred price lists, payment stubs and receipts. 

[bookmark: _Toc531156436]Data Security Procedures
[bookmark: _Toc531156437]Hardware & Access Security Measures
Explain security measures in place for hardware (e.g., networks and cloud services) and equipment (e.g., locking cabinets). Provide information about connecting devices to the network, enabling remote access and physical security measures for equipment.
For example:
Employees must only use the secure, password-protected wireless network titled Company-5G. Employees must never conduct work-related activity on the unprotected Guest-Company wi-fi network. The Guest-Company network has been set up specifically for use by visitors and casual use of personal devices. 

[bookmark: _Toc531156438]Software & Antivirus Security Measures
Provide information about antivirus and firewall programs and software in place to keep data safe. Explain patch management and other unique strategies you use to scan for vulnerabilities, such as employing white hat hackers.
For example:
Employees are not to disable any of the pre-installed firewalls, antivirus and antispyware programs on company equipment (such as laptops, mobile devices and removable media). Software updates will be made by members of the IT Department on an as-needed basis. Employees are not permitted to update or install any programs or software. All installations must be requested, approved and made by a member of the IT Department. 

[bookmark: _Toc531156439]Password Management
Describe the company’s password management protocol. Explain why you should never write out your passwords on a piece of paper and leave it in your drawer. Include a reminder to never share passwords with others.
For example:
Employees are required to use strong, complex passwords that are at least 12 characters long with both uppercase and lowercase letters, at least one number and at least one special character. All equipment will prompt employees to change their passwords every 90 days. The password cannot be one that has been used before, it cannot be your SIN, your birth date or any other personally identifying information.  

[bookmark: _Toc531156440]Acceptable Use
Communicate acceptable use of email, internet, social media and company equipment. Create boundaries and draw the line between acceptable and unacceptable personal use. Provide specific examples of websites that are not permitted. 
For example:
Employees are permitted to use social media for personal reasons on their lunch break or another designated break. Employees that are identifiable on social media as an employee of the company must include a disclaimer in their bio stating that their views are their own and do not represent that of the company.
Employees are not permitted to stream videos on the company network unless they are work-related.

[bookmark: _Toc531156441]User Roles Access & Monitoring
Describe the company’s approach to creating and maintaining user roles and user access to sensitive and confidential data. 
For example:
The IT Department has created access roles that restrict access to sensitive data to only those who require it. There are currently five roles with varying access to files and folders (and each role is granted based on a person’s job and requirements). For certain tasks, limited access to confidential files can be approved

[bookmark: _Toc531156442]Reporting Mechanisms
In this section, detail how to report suspicious behaviors or a security incident. List what to report, such as lost or stolen equipment, unknown visitors or phishing attempts, and where to report. Most companies will provide an online form or the contact information of the Data Protection Officer (DPO). 
In this section you’ll also want to encourage people to be vocal. Explain that it’s everyone’s duty to report incidents. 
For example:
All concerns, questions and suspected or known security incidents must be reported using one of the following methods:
· Accessing the online form at [URL]
· Contacting the Data Protection Officer by [PHONE] or [EMAIL]
· Contacting a member of the Incident Response Team [CONTACT INFORMATION].
Messages sent via the online form will be directed to the Data Protection Officer (DPO) who will then identify, assess and handle the matter in accordance with the procedures and best practices in this policy. Under no circumstances should an individual attempt to cover up or ignore a data security incident. 

[bookmark: _Toc531156443]Incident Response Plan
Describe your incident response plan. The plan will explain how to evaluate the breach, how to inform the public and how to identify and carry out corrective and preventive actions.
For example:
Upon receiving a report of an incident, the Incident Response Team will conduct a brief preliminary investigation to confirm the incident and identify any immediate actions to remedy the issue (such as resetting passwords or erasing a piece of equipment remotely). Then, the Team will conduct a more thorough investigation of the incident to build a greater understanding of what occurred.
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