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Know the Types of Risk

Before you start your risk assessment, you
need to know the different types of vendor
risk. This gives you a full picture of potential
risks and could save your organization time
and money in the future. Types of risk
include financial, compliance, geographic,
operational, technical and reputational.

Determine Risk Criteria

Next, decide the criteria you'll use to assess
each vendor based on the different types of
risk. Then, create a scoring system and
assessment format. Make sure that you
evaluate all vendors consistently by these
criteria to avoid bias.

Assess Each Product or Service

Evaluate the risk of each individual product as
well as the vendor as a whole. While a vendor
might have a good reputation, a new product
might not be up to your security standards, or
an updated version could fail to meet your
organization's standards. The combination of
both assessments gives you a complete picture
of vendor risk.

Get Help From Experts

You might not have the expertise in every field to fully
assess each type of vendor risk. Reach out to other
departments (IT, compliance, legal, security, finance) in
your organization to help you get insight into potential
risk scenarios and acceptable levels of risk.

Assess Every Vendor

Assess every vendor, no matter how small their service is
or what they do. Not only do you need to evaluate the risk
of business partners, but also landscapers, electricians,
landlords, cleaners, shredding company, etc. Anyone with
access to your space and/or data needs to be evaluated.
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Separate Vendors by Risk Level

Decide whether a vendor is low-, medium- or
high-risk. Then, determine the amount of
due diligence and risk management you'll
need to do for vendors at each risk level.

Make a Risk Management Plan

Make a unique risk management plan for each
vendor you choose to work with. Each plan
should address potential risks you've identified
in entering into the partnership and how to
manage and mitigate them.

Stay Up to Date

Stay up to date with new and updated laws and
regulations. This will ensure that your
organization's policies are compliant and, in

turn, your requirements for vendors will be, too.

Conduct Annual Assessments

Don't rely on an initial vendor risk
assessment when entering a partnership.
You'll need to continuously monitor vendors
(perhaps in annual reviews) to make sure
they still meet your company's needs,
policies and standards.
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